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The Monolith

✤Difficult to scale;
✤Each change requires 
rebooting of the whole 
system and possibly 
also to re-deploy it;

✤A crash of a component 
can bring down the 
whole system;

✤Technology lock-in;
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Service-Orientation

• Everything is a service;

• A service is an 
application that offers 
functionalities through 
operations;

• A service can invoke 
another service by calling 
one of its operations.
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Microservices

✤ API design is paramount;

✤ Partition of work and parallel 
development;

✤ Breakdown of complexity into 
“simple” and specialised services;

✤ Minimalistic evolution of “bloated” 
WS-* Service-Oriented Architectures:

✤ Integrate ESB-like functionalities

✤ Lightweight and human-oriented 
protocols (REST, JSON, etc.)
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A B
sendNumber

output 
port sendNumber

input 
port

medium

• Services communicate through ports.
• Ports give access to an interface.
• An interface is a set of operations.
• An output port is used to invoke interfaces exposed by other services.
• An input port is used to expose an interface.
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A B
sendNumber

output 
port sendNumber

input 
port

medium

• Services communicate through ports.
• Ports give access to an interface.
• An interface is a set of operations.
• An output port is used to invoke interfaces exposed by other services.
• An input port is used to expose an interface.

Deployment:
  Location: socket://myaddress.org:80
  Protocol: json/rpc (xml/rpc, …)
  Interface: sendNumber( int )

Behaviour:
 main {
  sendNumber@B( 5 )
 }
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include "MyInterface.iol"
outputPort  B  {
Location:
   "socket://localhost:8000"
Protocol: json/rpc
Interfaces: MyInterface
}

main
{

sendNumber @ B ( 5 )
}

include "MyInterface.iol"
inputPort B {
Location:
   "socket://localhost:8000"
Protocol: json/rpc
Interfaces: MyInterface
}

main 
{
   sendNumber( x )
}

interface MyInterface {
  OneWay: sendNumber( int )
}
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include "MyInterface.iol"
outputPort  B  {
Location:
   "socket://localhost:8000"
Protocol: json/rpc
Interfaces: MyInterface
}

main
{

sendNumber @ B ( 5 )
}

include "MyInterface.iol"
inputPort B {
Location:
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Protocol: json/rpc
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}

main 
{
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outputPort A {
Location: "socket://someurlA.com:80/"
Protocol: soap
Interfaces: InterfaceA

}
outputPort B {

Location: "socket://someurlB.com:80/"
Protocol: xmlrpc
Interfaces: InterfaceB

}

outputPort C {
Interfaces: InterfaceC

}

embedded {
Java: "example.serviceC" in C

}
inputPort M {

Location: "socket://urlM.com:8000/"
Protocol: sodep
Aggregates: A, B, C

}

Architectural Composition

Others:
- Redirection
- Embedding
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Recap on Microservices

✤ API design is paramount;

✤ Partition of work and parallel 
development;

✤ Integrate ESB-like 
functionalities

✤ Lightweight and human-
oriented protocols (REST, 
JSON, etc.)
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Chapter 2. Introduction to Choreographies

• modularity as message passing imposes no bonds on the components of
a system. Any resource that behaves according to the specification of a
component of the system can be employed as such. If said resource fails
or becomes busy, the system might replace it with a new, compliant one by
simply redirecting its messages.

• scalability, both in functions and size. Once deployed, a distributed pro-
gram can become itself a component employed by another program, en-
hancing its functionalities with minimal effort. In the same way, since com-
ponents are modular, if the workload on a component can be shared, it is
possible to add a new instance of the same component in the system and
separate the workload between the two.

Although distributed programming contributed to shape the present, the practice
of correctly developing and debugging distributed systems remains one of the
most challenging.

2.1.1 Problems of Distributed Programming

Distributed systems are developed to implement some protocol of interaction.
Let us take as an example the sequence of messages exchanged between an

ATM terminal, the bank accounting system, and the issuer of the credit card to
approve a withdrawal. When a client requires a withdrawal, the ATM forwards to
the bank the card ID and the inserted PIN. Next the bank asks the card issuer to
validate the request. Finally, the card issuer approves or denies the withdrawal and
the bank forwards the outcome to the ATM. We depict in Figure 2.1 the sequence
chart diagram of the example.

ATM Bank Card Issuer

validation
approval

approval

pin

Client
withdrawal

card_id

Figure 2.1: Sequence chart of the ATM withdrawal example.
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communications as sequences of send and receive actions, possibly leading
to deadlocks and races.

To exemplify the difference between the interaction-oriented and the process-
oriented approach, we report in Figure 2.3 how the two approaches would model
the scenario presented in Figure 2.1.

In the example we use the “Alice and Bob” notation [39] for interaction-oriented
choreographies, where A ! B : action represents a communication between two
endpoints (components) of the system, specifically A sending a message through
an action to B, and ; is the sequential composition of interactions. For process-
oriented choreographies we use the notations from A : action and to A : action
to respectively represent the receiving from and the sending to the endpoint A
through action, ; still means sequential composition.

Client ! ATM : withdrawal;
ATM ! Bank : card_id;
ATM ! Bank : pin;
Bank ! Card Issuer : validation;
Card Issuer ! Bank : approval;
Bank ! ATM : approval

ATM process

from Client : withdrawal;
to Bank : card_id |
to Bank : pin;
from Bank : approval

Bank process

from ATM : card_id;
from ATM : pin;
to Card Issuer : validation;
from Card Issuer : approval;
to ATM : approval

Card Issuer process

from Card Issuer : validation;
to Bank : approval

Figure 2.3: Upper part: example of interaction-oriented choreography. Lower
part: from left to right, the process-oriented choreographies of the ATM, the Bank,
and the Card Issuer.

2.5 Choreographic Programming
Recent theoretical investigations explored how the interaction- and process-oriented
aspects of choreographies could be merged into one language, namely one that en-
joys the minimality and safety (deadlock- and race-freedom) of top-down chore-
ographies but able to express process-level interactions, needed to implement dis-
tributed systems.

Seminal works in such endeavour are [10], where the Qiu et al. give a first
theoretical account of the fundamental issues between choreographies and imple-
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• modularity as message passing imposes no bonds on the components of
a system. Any resource that behaves according to the specification of a
component of the system can be employed as such. If said resource fails
or becomes busy, the system might replace it with a new, compliant one by
simply redirecting its messages.

• scalability, both in functions and size. Once deployed, a distributed pro-
gram can become itself a component employed by another program, en-
hancing its functionalities with minimal effort. In the same way, since com-
ponents are modular, if the workload on a component can be shared, it is
possible to add a new instance of the same component in the system and
separate the workload between the two.

Although distributed programming contributed to shape the present, the practice
of correctly developing and debugging distributed systems remains one of the
most challenging.

2.1.1 Problems of Distributed Programming

Distributed systems are developed to implement some protocol of interaction.
Let us take as an example the sequence of messages exchanged between an

ATM terminal, the bank accounting system, and the issuer of the credit card to
approve a withdrawal. When a client requires a withdrawal, the ATM forwards to
the bank the card ID and the inserted PIN. Next the bank asks the card issuer to
validate the request. Finally, the card issuer approves or denies the withdrawal and
the bank forwards the outcome to the ATM. We depict in Figure 2.1 the sequence
chart diagram of the example.

ATM Bank Card Issuer

validation
approval

approval
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Client
withdrawal

card_id

Figure 2.1: Sequence chart of the ATM withdrawal example.
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• modularity as message passing imposes no bonds on the components of
a system. Any resource that behaves according to the specification of a
component of the system can be employed as such. If said resource fails
or becomes busy, the system might replace it with a new, compliant one by
simply redirecting its messages.

• scalability, both in functions and size. Once deployed, a distributed pro-
gram can become itself a component employed by another program, en-
hancing its functionalities with minimal effort. In the same way, since com-
ponents are modular, if the workload on a component can be shared, it is
possible to add a new instance of the same component in the system and
separate the workload between the two.

Although distributed programming contributed to shape the present, the practice
of correctly developing and debugging distributed systems remains one of the
most challenging.

2.1.1 Problems of Distributed Programming

Distributed systems are developed to implement some protocol of interaction.
Let us take as an example the sequence of messages exchanged between an

ATM terminal, the bank accounting system, and the issuer of the credit card to
approve a withdrawal. When a client requires a withdrawal, the ATM forwards to
the bank the card ID and the inserted PIN. Next the bank asks the card issuer to
validate the request. Finally, the card issuer approves or denies the withdrawal and
the bank forwards the outcome to the ATM. We depict in Figure 2.1 the sequence
chart diagram of the example.

ATM Bank Card Issuer

validation
approval

approval

pin

Client
withdrawal

card_id

Figure 2.1: Sequence chart of the ATM withdrawal example.
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communications as sequences of send and receive actions, possibly leading
to deadlocks and races.

To exemplify the difference between the interaction-oriented and the process-
oriented approach, we report in Figure 2.3 how the two approaches would model
the scenario presented in Figure 2.1.

In the example we use the “Alice and Bob” notation [39] for interaction-oriented
choreographies, where A ! B : action represents a communication between two
endpoints (components) of the system, specifically A sending a message through
an action to B, and ; is the sequential composition of interactions. For process-
oriented choreographies we use the notations from A : action and to A : action
to respectively represent the receiving from and the sending to the endpoint A
through action, ; still means sequential composition.
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Card Issuer ! Bank : approval;
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to Card Issuer : validation;
from Card Issuer : approval;
to ATM : approval

Card Issuer process

from Card Issuer : validation;
to Bank : approval

Figure 2.3: Upper part: example of interaction-oriented choreography. Lower
part: from left to right, the process-oriented choreographies of the ATM, the Bank,
and the Card Issuer.
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joys the minimality and safety (deadlock- and race-freedom) of top-down chore-
ographies but able to express process-level interactions, needed to implement dis-
tributed systems.

Seminal works in such endeavour are [10], where the Qiu et al. give a first
theoretical account of the fundamental issues between choreographies and imple-
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• modularity as message passing imposes no bonds on the components of
a system. Any resource that behaves according to the specification of a
component of the system can be employed as such. If said resource fails
or becomes busy, the system might replace it with a new, compliant one by
simply redirecting its messages.

• scalability, both in functions and size. Once deployed, a distributed pro-
gram can become itself a component employed by another program, en-
hancing its functionalities with minimal effort. In the same way, since com-
ponents are modular, if the workload on a component can be shared, it is
possible to add a new instance of the same component in the system and
separate the workload between the two.

Although distributed programming contributed to shape the present, the practice
of correctly developing and debugging distributed systems remains one of the
most challenging.

2.1.1 Problems of Distributed Programming

Distributed systems are developed to implement some protocol of interaction.
Let us take as an example the sequence of messages exchanged between an

ATM terminal, the bank accounting system, and the issuer of the credit card to
approve a withdrawal. When a client requires a withdrawal, the ATM forwards to
the bank the card ID and the inserted PIN. Next the bank asks the card issuer to
validate the request. Finally, the card issuer approves or denies the withdrawal and
the bank forwards the outcome to the ATM. We depict in Figure 2.1 the sequence
chart diagram of the example.

ATM Bank Card Issuer

validation
approval

approval

pin

Client
withdrawal

card_id

Figure 2.1: Sequence chart of the ATM withdrawal example.
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communications as sequences of send and receive actions, possibly leading
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To exemplify the difference between the interaction-oriented and the process-
oriented approach, we report in Figure 2.3 how the two approaches would model
the scenario presented in Figure 2.1.

In the example we use the “Alice and Bob” notation [39] for interaction-oriented
choreographies, where A ! B : action represents a communication between two
endpoints (components) of the system, specifically A sending a message through
an action to B, and ; is the sequential composition of interactions. For process-
oriented choreographies we use the notations from A : action and to A : action
to respectively represent the receiving from and the sending to the endpoint A
through action, ; still means sequential composition.

Client ! ATM : withdrawal;
ATM ! Bank : card_id;
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Figure 2.3: Upper part: example of interaction-oriented choreography. Lower
part: from left to right, the process-oriented choreographies of the ATM, the Bank,
and the Card Issuer.

2.5 Choreographic Programming
Recent theoretical investigations explored how the interaction- and process-oriented
aspects of choreographies could be merged into one language, namely one that en-
joys the minimality and safety (deadlock- and race-freedom) of top-down chore-
ographies but able to express process-level interactions, needed to implement dis-
tributed systems.

Seminal works in such endeavour are [10], where the Qiu et al. give a first
theoretical account of the fundamental issues between choreographies and imple-
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mentations, and [11], in which Carbone et al. lay the theoretical foundations for
the development of interaction-oriented choreographies as implementation lan-
guages. In [11] the authors relate interaction-oriented choreographies and imple-
mentations by means of an Endpoint Projection (EPP) function. The EPP is a
mapping from a choreography specification to a set of processes which, run in
parallel, enact the behaviour described by the choreography. The treatment is the-
oretical and targets as endpoint language an applied ⇡-calculus [5], rather than an
actual executable language. However in [11] the authors prove that interaction-
oriented choreographies can be made expressive enough to define the implementa-
tion of safe distributed systems. Essentially, the projected processes enact all and
only the behaviours described in the choreography (protocol) and since choreogra-
phies cannot express deadlocks and races also the projected system is deadlock-
and race-free.

The most notable results of [11] are that i) it paved the way for the concept of
Choreographic Programming [40], ii) it clarified the relation between (Multiparty)
Session Typings [41] and choreographies, and iii) it provided a methodology for
the development of distributed software, based on a correctness-by-construction
approach, which we can depict as:

Choreography

(Correct by design)

EPP��������! Enpoint Projection

(Correct by construction)

Subsequent theoretical works [12, 13, 14] followed a similar approach, extend-
ing the choreography model to support multiparty sessions, channel mobility, and
modularity.

On the other side of the spectrum, some early works [42, 43, 44] explored how
choreographies could be used to support the implementation of distributed pro-
grams, however none of these proposals uses choreographies as a programming
abstraction and rather employs them to check endpoint programs.

Chor [45] is the first work that brought the theoretical results on choreographies
into the world of implementation languages. Based on the theoretical framework
presented in [13], Chor supports the definition of global descriptions (protocols),
the programming of compliant choreographies, and the safe projection of said
choreographies into a collection of distributable and executable orchestrators.

Chor gives a tangible proof that choreographic programming is a suitable para-
digm for the implementation of real-world distributed systems because: i) it lets
developers focus on the description of the interactions between the components
in the system and ii) it generates deadlock- and race-free distributed applications
that are guaranteed to follow the designed protocol.

Nonetheless, Chor is just the first attempt at bringing into the real world the
promising theoretical results on choreographies. The language lacks some stan-
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communications as sequences of send and receive actions, possibly leading
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the scenario presented in Figure 2.1.
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mentations, and [?], in which Carbone et al. lay the theoretical foundations for
the development of interaction-oriented choreographies as implementation lan-
guages. In [?] the authors relate interaction-oriented choreographies and imple-
mentations by means of an Endpoint Projection (EPP) function. The EPP is a
mapping from a choreography specification to a set of processes which, run in
parallel, enact the behaviour described by the choreography. The treatment is the-
oretical and targets as endpoint language an applied ⇡-calculus [?], rather than
an actual executable language. However in [?] the authors prove that interaction-
oriented choreographies can be made expressive enough to define the implementa-
tion of safe distributed systems. Essentially, the projected processes enact all and
only the behaviours described in the choreography (protocol) and since choreogra-
phies cannot express deadlocks and races also the projected system is deadlock-
and race-free.

The most notable results of [?] are that i) it paved the way for the concept of
Choreographic Programming [?], ii) it clarified the relation between (Multiparty)
Session Typings [?] and choreographies, and iii) it provided a methodology for
the development of distributed software, based on a correctness-by-construction
approach, which we can depict as:

Choreography

(Correct by design)

EPP��������! Endpoint Projection

(Correct by construction)

Subsequent theoretical works [?, ?, ?] followed a similar approach, extend-
ing the choreography model to support multiparty sessions, channel mobility, and
modularity.

On the other side of the spectrum, some early works [?, ?, ?] explored how
choreographies could be used to support the implementation of distributed pro-
grams, however none of these proposals uses choreographies as a programming
abstraction and rather employs them to check endpoint programs.

Chor [?] is the first work that brought the theoretical results on choreographies
into the world of implementation languages. Based on the theoretical framework
presented in [?], Chor supports the definition of global descriptions (protocols),
the programming of compliant choreographies, and the safe projection of said
choreographies into a collection of distributable and executable orchestrators.

Chor gives a tangible proof that choreographic programming is a suitable para-
digm for the implementation of real-world distributed systems because: i) it lets
developers focus on the description of the interactions between the components
in the system and ii) it generates deadlock- and race-free distributed applications
that are guaranteed to follow the designed protocol.

Nonetheless, Chor is just the first attempt at bringing into the real world the
promising theoretical results on choreographies. The language lacks some stan-
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

Dynamic
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

Dynamic

mailto:saverio.giallorenzo@gmail.com?subject=


saverio.giallorenzo@gmail.com | DISI at Unibo | Sophia Antipolis | Workshop on Programming Languages

Choreographies

19

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 OpenID.validLogin = validate@Validator(usr , pswd);
7 OpenID.validLogin ! AuthCtrl.result(validLogin)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 OpenID.validLogin = validate@Validator(usr , pswd);
7 OpenID.validLogin ! AuthCtrl.result(validLogin)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 OpenID.validLogin = validate@Validator(usr , pswd);
7 OpenID.validLogin ! AuthCtrl.result(validLogin)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 OpenID.validLogin = validate@Validator(usr , pswd);
7 OpenID.validLogin ! AuthCtrl.result(validLogin)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 OpenID.validLogin = validate@Validator(usr , pswd);
7 OpenID.validLogin ! AuthCtrl.result(validLogin)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 OpenID.validLogin = validate@Validator(usr , pswd);
7 OpenID.validLogin ! AuthCtrl.result(validLogin)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }
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2.5. Choreographic Programming

mentations, and [?], in which Carbone et al. lay the theoretical foundations for
the development of interaction-oriented choreographies as implementation lan-
guages. In [?] the authors relate interaction-oriented choreographies and imple-
mentations by means of an Endpoint Projection (EPP) function. The EPP is a
mapping from a choreography specification to a set of processes which, run in
parallel, enact the behaviour described by the choreography. The treatment is the-
oretical and targets as endpoint language an applied ⇡-calculus [?], rather than
an actual executable language. However in [?] the authors prove that interaction-
oriented choreographies can be made expressive enough to define the implementa-
tion of safe distributed systems. Essentially, the projected processes enact all and
only the behaviours described in the choreography (protocol) and since choreogra-
phies cannot express deadlocks and races also the projected system is deadlock-
and race-free.

The most notable results of [?] are that i) it paved the way for the concept of
Choreographic Programming [?], ii) it clarified the relation between (Multiparty)
Session Typings [?] and choreographies, and iii) it provided a methodology for
the development of distributed software, based on a correctness-by-construction
approach, which we can depict as:

Choreography

(Correct by design)

EPP��������! Endpoint Projection

(Correct by construction)

Subsequent theoretical works [?, ?, ?] followed a similar approach, extend-
ing the choreography model to support multiparty sessions, channel mobility, and
modularity.

On the other side of the spectrum, some early works [?, ?, ?] explored how
choreographies could be used to support the implementation of distributed pro-
grams, however none of these proposals uses choreographies as a programming
abstraction and rather employs them to check endpoint programs.

Chor [?] is the first work that brought the theoretical results on choreographies
into the world of implementation languages. Based on the theoretical framework
presented in [?], Chor supports the definition of global descriptions (protocols),
the programming of compliant choreographies, and the safe projection of said
choreographies into a collection of distributable and executable orchestrators.

Chor gives a tangible proof that choreographic programming is a suitable para-
digm for the implementation of real-world distributed systems because: i) it lets
developers focus on the description of the interactions between the components
in the system and ii) it generates deadlock- and race-free distributed applications
that are guaranteed to follow the designed protocol.

Nonetheless, Chor is just the first attempt at bringing into the real world the
promising theoretical results on choreographies. The language lacks some stan-
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Triggers compilation to Jolie
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Time for discussion!
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include "console.iol"
include "time.iol"

timeout = 250; 
timeout.operation = "timeout";
txt = "Beutiful";
{
 spellCheck@BingSpell({ .text = txt, .location = myLoc })
 |
 setNextTimeout@Time( timeout )
};
[ spellCheckResponse( text ) ]{ println@Console( text )() }
[ timeout() ]{ throw( TimeoutException ) }
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1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }

1

1 User.getInput(usr) ! AuthCtrl.username(usr);
2 User.getInput(pswd) ! AuthCtrl.password(pswd);
3 AuthCtrl.validLogin = validate@Validator(usr , pswd);
4 if AuthCtrl.validLogin {
5 AuthCtrl.tkn = generateToken@TM(usr ,"contacts");
6 AuthCtrl.tkn ! User.getToken(tkn);
7 AuthCtrl.tkn ! ResMng.getToken(authTkn);
8 User.tkn ! ResMng.reqContacts(reqTkn);
9 if ResMng.(authTkn == reqTkn) {

10 ResMng.contacts = retrieve@ContactsBook(usr);
11 ResMng.contacts ! User.getContacts(contacts)
12 } else { ResMng ! User.unauthorised() }
13 } else { AuthCtrl ! User.invalidLogin() }

1 scope {
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 User.getInput(pswd) ! AuthCtrl.password(pswd);
4 AuthCtrl.validLogin = validate@Validator(usr , pswd)
5 };
6 /* Proceeds with Line 4 */

1 // UPDATE
2 User.getInput(usr) ! AuthCtrl.username(usr);
3 AuthCtrl.usr ! OpenID.username(usr);
4 OpenID(usr) ! User.forward(usr);
5 User.getInput(pswd) ! OpenID.password(pswd);
6 User.pswd ! OpenID.password(pswd);
7 OpenID.validLogin = validate@Validator(usr , pswd)

1 // USER PROCESS
2 // inputs
3 username@AuthCtrl(usr);
4 password@AuthCtrl(pswd);
5 [ getToken(tkn) from AuthCtrl ]{
6 [ getContacts(contacts) from ResMng ]
7 [ unauthorised() from ResMng ]
8 }
9 [ invalidLogin() from ResMng ]

1 // ACCESS MANAGER PROCESS
2 username(usr) from User;
3 password(usr) from User;
4 validate@Validator(usr , pswd)(validLogin);
5 if validLogin {
6 generateToken@TM(usr ,"contacts")(tkn);
7 genToken@User(tkn);
8 genToken@ResMng(tkn)
9 } else { invalidLogin@User() }

1 // RESOURCE MANAGER PROCESS
2 getToken(authTkn) from AuthCtrl;
3 reqContacts(reqTkn) from User;
4 if (authTkn == reqTkn) {
5 retrieve@ContactsBook(usr)(contacts);
6 getContacts@User(contacts)
7 } else { unauthorised@User() }
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